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Abstract

This paper presents a new schema-sharing technique for
multitenant applications. Our approach is built on top of the
Extension table method and makes use of the native XML
data support to store the additional data supplied by each
tenant. Our proposed technique can be used to implement
multitenancy on top of a standard relational database. This
paper also describes an implementation of our approach
using a real-world case study aiming at improving the com-
munication channel of information related to drinking wa-
ter quality parameters used by all stakeholders involved in
the water treatment process in Ireland. These include the
Environmental Protection Agency, the Health Service Exec-
utive, drinking water treatment plant staff, local authorities
and everybody consuming water.

1. Introduction
1.1. The Software as a Service Business Model

The Software as a Service (SaaS) business model and
its main advantages over on-premises software were pre-
sented in depth in [12, 15]. SaaS applications are deployed
as hosted services and accessed over the Web. The idea of
outsourcing software has been first explored in [6] through
several experiences.

According to [28], the market share of SaaS applications
is set to be more and more appealing as many companies are
gradually considering investing on SaaS applications. SaaS
big players include Microsoft, IBM, Google, Amazon as
well as independent software vendors such as Oracle. SaaS
applications offer various services at a reduced cost (some-
times free) compared to on-premises applications. SaaS ap-
plications are particularly suitable for distributed applica-
tions with users living in remote locations.

Unlike on-premises software which requires an up-front
license fee, the pricing option of SaaS includes the license
and hosting fees that are paid on a per-use basis. SaaS appli-
cations are entirely hosted and maintained on its provider’s
data center. Therefore, customers are not required to pur-
chase additional hardware to run the application. SaaS ap-
plications run inside a Web browser and usually do not re-
quire the installation of further plugins.

As SaaS is getting more and more momentum in both
the academia and the software industry, it has been used for
many purposes. One of the first applications of the SaaS
business model was noticed in customer relationship man-
agement with Salesforce.com [5]. It has also been used in
the healthcare industry to develop an inter-organizational
healthcare information systems [17]. [21] described an im-
plementation of a digital campus system with the SaaS busi-
ness model whereas [30] used SaaS to build an on-demand
museum collection management.

1.2. Multitenancy

Multitenancy is a feature that allows a single instance
of an application to handle several end-users at the same
time. This result in the ability to consolidate several tenants
within a single database and leverage the economy of scale.
The main benefit of multitenancy is to reduce the operating
costs of running software from the provider’s perspective.
This idea has been explored previously without any explicit
connection with multitenancy [19].

Implementing multitenancy usually consists of mapping
tenants’ context into already existing patterns of relational
databases. Several techniques have therefore been pre-
sented in the literature to implement multitenant databases:
the shared machine, the shared process and the shared ta-
ble processes [20]. The most interesting technique is the
last one which aims at creating only once the application
schema and mapping all tenants directly to this schema by



making use of one of the available schema mapping tech-
niques covered in Section 2.

Multitenancy brings about several issues on security, im-
plementation challenges, customization and configurability,
scalability, extensibility [2, 29]. A well-designed SaaS ap-
plication should be optimized to support multitenancy, scal-
ability and configurability [7]. These three issues were
given a special attention in the same paper and were known
as the Three Headed Monster. Scalability refers to the
ability of an application to support an increasing number
of users without noticing a significant performance over-
head [18]. Customization is concerned with the support of
specific features of users or meeting service level agreement
by the means of configurations. Due to the distributed and
shared nature of multitenant applications appropriate secu-
rity policies should be devised to prevent unauthorized users
from accessing other users’ private data.

1.3. On Relational Databases

Relational databases were originally designed to address
the high costs of deployment and maintenance for complex
systems [9]. They recorded an outstanding success story in
being adopted as the mainstream technology for both data
centers and IT shops. Indeed, the market share associated
to relational databases was worth billions of dollars in li-
censing revenue per year according to [26]. The universal
dominance of relational databases can be explained by their
simplicity, robustness, performance and scalability.

However, attempting to scale a huge number of accross
server nodes makes the application overwhelming hence re-
ducing the viability of relational databases for large dis-
tributed systems such as those found on the Web. Another
drawback of relational databases is the lack of a “tenant™
concept. As a consequence, they do not offer any support to
handle the huge amount of metadata required by multitenant
applications. Current relational databases implementations
do not provide support for more sophisticated schema man-
agement.

1.4. Contributions of this paper

This paper aims at presenting a new hybrid schema-
sharing technique for multitenant applications. Our ap-
proach is based on two existing schema-mapping tech-
niques namely the extension tables and private tables ap-
proaches and make use of the native XML support pro-
vided by open source database management systems. Our
approach addresses issues related to the customization of
database. In this paper we follow the shared table pattern
for implementing multitenant databases. The rationale of
our approach is to separate the common contents that are
used by all tenants to the specific content created by tenants

in order to meet their various needs and waits. We show
that this extension can be implemented in XML as recent
projects in the field have paved the way for XML native
support in relational databases. Our proposed method will
be implemented in a real case study faced by water treat-
ment plant practitioners in Ireland.

The rest of the paper continues with a background re-
view of existing schema-mapping techniques in Section 2
followed by a full presentation of our schema-sharing tech-
nique in Section 4. Our case study will be presented in Sec-
tion 3. The results of our implementation will be described
in Section 5 and the paper will be concluded in Section 6.

2. Related Work
2.1. Chunk Folding

Chunk Folding (CF) is a schema-mapping technique in-
troduced in [2]. The approach works by vertically parti-
tioning logical tables into chunks that in turns are folded
together into several physical multitenant tables and joined
as needed. Our approach also focuses on devising a mecha-
nism to handle data between the real physical tables and the
tenant tables including options for tenant schema extension
but can be implemented in open source relational database
products such as PostgreSQL on the proviso that there is a
native XML support.

2.2. Extension Tables

Extension tables were initially developed from the De-
composed Storage Model described in [11]. This tech-
nique consists of splitting up a table of n- columns into n
2-column tables that are joined through surrogate values.
The main weakness of this technique lies in the way the ac-
tual partitioning is performed as it leaves them in naturally-
occuring groups. Extension tables have been used to map
object-oriented schemas to inheritance into the relational
model [13].

2.3. Sparse Columns

As defined in [8], a sparse dataset consists of a large
number of attributes with most objects having non-null val-
ues for a relatively small number of these attributes. Stor-
ing such a dataset can potentially decrease its performance
due to the high number of NULL values it may contain.
This approach has been implemented in most commercial
on the shelf database systems such as Oracle, Microsoft
SQL Server. The interpreted storage technique dominates
in query efficiency and ease-of-use over the current hori-
zontal storage and vertical schema approaches over a wide
range of queries and sparse data sets [4] .



2.4. Pivot Tables

In this approach, the application actually owns the
schema which in turn is mapped into generic structures in
the database. In a pivot table, each field of each row in a log-
ical table is supplied with its own row [1]. This additional
row contains a flexible data type (usually VARCHAR) in
which other data types can be easily casted to. The main
advantage of this technique compared to sparse columns is
the elimination of NULL values. However pivot tables re-
quire many columns of meta-data besides the actual data
they may contain. Another drawback of this approach is
the complexity of the reconstruction step, indeed building
an n-column logical table requires (n — 1) aligning joins.
An implementation of pivot tables in HBase' was presented
in [3].

2.5. Multitenant Shared Table

Described in [16], it aims at separating the common con-
tent from tenant specific information. This technique was
built on top of the following principles: Enhance relational
database management systems to support the concept of
tenants at the database layer so that the database engine can
actually bind a given tenant’s request with her and thereby
selecting the appropriate storage area. Secondly, only one
schema instance is used per application.

2.6. XML Support for Relational Databases

The integration of XML with relational database systems
has been explored in [27, 14]. This is achieved by either
providing a native XML data type [23] or by inserting the
XML document into the database as Large Object (Char-
acter or Binary) with fast insert and retrieval queries but at
the expense of the overall performance. Another commonly
used technique consists of shredding XML to relational ta-
bles. The XML data type is suitable to model each tenant
specific information as it is loosely typed. The XML sup-
port has been implemented on several commercial database
systems such IBM’s pureXML [25].

3. Case Study

A recent guideline published by the Department of En-
vironment in Ireland urged all local authorities within the
country to publish water treatment data on their website in
order to present to the general public all information regard-
ing drinking water quality in their respective county.

However, the Environmental Protection Agency (EPA)
which is the regulatory body in charge of drinking water is-
sues has also stepped in and requested to local authorities

Thttp://hadoop.apache.org/hbase

to also submit these information to EPA so that the regu-
latory body may take appropriate measures such as getting
in touch with the Health Service Executive (HSE) in case
some parameters fall outside the acceptable range thereny
causing a threat to people drinking that water. For instance,
for a given water sample the amount of bacteria such as E-
Coli, cryptosporidium and coliforms must be null in order
to be considered safe for consumption. Otherwise, drinking
water regulatory bodies (the EPA, local authority and the
HSE) should work together to take defensive measures with
the ultimate goal of averting an eventual outbreak.

As result, the EPA would like to provide a common Web
portal in which all local authorities will instantly submit
their data and the general user will be able to get detailed
information on how well water treatment plants in their
county are currently operating. At the same time, an HSE
authority can also look at this data and request more infor-
mation in order to carry out a further investigation. Water
quality data include the current amount of bacteria such as
cryptosporidium, water coagulants such as nitrate and alim-
inium sulfate and so forth.

Furthermore, during the publication process, a given wa-
ter treatment plant manager can decide to provide additional
information to the default parameters presented to him. For
instance, a water treatment plant manager can decide to in-
put data about the amount of arsenic. Hence the need to pro-
vide a support for extensibility in the database. The whole
Web portal is used by many tenants at the same time hence
its multitenancy property.

4. A New Hybrid Schema-Sharing Technique

The main disavantage of relational databases in respect
to our project was the lack of support of a tenant concept at
the database layer. As a result, we had to store the tenant
ID in the row of the common table. Our approach consists
of two tables, one for the common content of tenants such
as their ID, their full names as well as their contact details
and another extension table specific to each tenant. The ex-
tension table consists of just two rows: one for the ID of
the tenant and another one containing an XML document
describing the additional information added by a given ten-
ant. Using our approach each tenant is supplied with her
own storage space to store her personal data. Our method
merges idea from the extension tables introduced in Section
2 and stored additional information specific to each tenant
in an XML document.

Figure 1 presents the schema of the common table shared
by all tenants. Figure 3 on the other hand illustrates the ex-
tension table of each tenant in which managers with ID 2
and 3 respectively have added some information about their
water treatment plants. Manager with ID 2 is in charge of
a water treatment plant located in the county of Sligo and



has amended the structure of the table by supplying infor-
mation about the amount of Arsenic and Aluminium for that
plant. Simultaneously, a user can actually see this extra in-
formation by selecting that particular water treatment plant
on the public part of the website shown in Figure 4. Else-
where, the manager with ID 1 has added information on
the amount of Turbidity and Chlorine regarding the water
treatment plant located in a town called Inniscara. In the
common table, each tenant table contains a foreign key re-
ferring to the county where her currently lives. The county
table itself is illustrated in Figure 2.

Furthermore, optimizing queries is now possible on a
per-tenant basis as it is now possible to create indexes on
the common tenant table. Also, extending the schema of
the table becomes less daunting as the programmer will not
be concerned of type safety. Querying customer extension
data will not be hindered by the handling process of NULL
values. Indeed, as each tenant is given her own extension
table containing her specific data, there is no need to pad
the table with NULL values.

ManagerID  Username FullName Contact County 1D
INT VARCHAR  VARCHAR INT INT

1 jobnincork  Stevens Hansen 0833691265 2

2 syedinkerry  James Cook 0866245711 3

&l france2 Paul Devy 0879264521 1

Figure 1. The common table

County ID | County Name
INT VARCHAR

1 Cork

2 Kerry
a4 Dublin
as Galay
3 Sligo

Figure 2. The county table

mManager 1D Extension
INT KL

1 <Parameters=<wtpname name ="Inniscara">
=Turbidity=10</Turbidity=
<Chlorine>5</Chlorine>
</wtpname>
</Parameters=>

Manager |D Extensian
INT ML
2 =Parameters><wtpname name ="Sligo
WTP">
<Arsenic=1</Arsenic=
<Aluminium=10</Aluminiums=>
</witpname=>
</Parameters>

Figure 3. Extension tables

There are 3 drinking Water Treatment plants in Cork
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Figure 4. A public view of the website
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Figure 5. A manager’s view of the system

5. Implementation details

Our approach was implemented with Open Source, free
and platform-independent Web tools known as LAMP
standing for Linux, Apache, MySQL, PHP and Post-
greSQL. PHP 5.2 was used as the server scripting language
while Apache 2.2 was our Web server. We choose Post-
greSQL 8.3 for the database management system as it pro-
vides a native support for XML. Figures 4 and 5 show re-
spectively a general user’s view and a manager’s.

The XML data was serialized before being inserted into
the actual database and queried within the database server
itself. Interestingly, PostgreSQL provides a built-in mecha-
nism based on XPath 1.0 to query XML documents stored in
a column of a table. Amongst other features, PostgreSQL



8.3 provides the ability to map XML documents to SQL
databases, export the result of a query to an XML docu-
ment. PostgreSQL 8.3 also provides specific methods to
check the well-formedness of an XML document such as
XMLPARSE and XMLSERIALIZE.

5.1. Security Patterns

Due to the distributed nature of our multi-tenant appli-
cation, a key concern was to guarantee the data isolation of
tenants so that private data of tenants will not be accessed
by an unauthorized user at any time. Two main approaches
have been reported in [29]: filter-based pattern in applica-
tion level and the permission-based pattern. The latter will
be explained in the next section.

The filter-based pattern works by adding the tenant ID
to the WHERE clause of every SQL query. Recall in Sec-
tion 4, we explain why we had to store the ID of a tenant in
every table. This piece of data can be used here to filter the
data belonging to a given tenant. Therefore, an SQL query
to find out the drinking water parameters (the amount of E-
coli, the name of the drinking water supply and so forth)
added by a manager in Cork with a tenant ID equal to n
will be stated as follows:

SELECT wtpname, ecoli, coliforms
FROM Plant
WHERE county=’Cork’ AND tenantID=n

5.2. Access control

Because a given tenant has many end-users with differ-
ent roles and also the hierarchy within a tenant, our system
has to be able to serve different users. For instance a lo-
cal authority consists of several administrative tasks such as
the county manager, the director of services, the department
of water services and the department of environment. Each
of these users has different tasks on the system. The indi-
viduals responsible of the implementation of the Minister’s
circular letter are part of the department of environment.

Our application was developed with the role-based ac-
cess control model under which users are assigned to roles
that are given permission to access resources on the system.
This model has been presented in [24] and has been used to
implement SaaS applications as reported in [17].

In our application, we have defined several roles for each
tenant. For example, for a local authority, we had two roles:
the senior engineer and the laboratory technician. The tech-
nician had a more restricted view of the system than the
engineer.

6. Concluding Remarks

Throughout this paper, we have presented an innovative
hybrid schema-sharing technique that can be used to imple-
ment multitenant applications on top of a standard relational
database. Our approach works by splitting up the common
content table shared by each tenant with the extension ta-
ble containing additional information they may want to sup-
ply. These are stored in an XML document which in turn is
stored in a PostgreSQL table and queried with XPath 1.0.

In this paper, we also present the previous techniques
that have paved the way for our hybrid schema-sharing ap-
proach. Our technique made use of the Extension table
method as well as the native XML support provided by any
relational database management system. Our approach was
implemented in a real-world case study aiming at improving
the publication of drinking water parameters in Ireland. We
have built a common and central platform where all stake-
holders involved in the drinking water processing can use as
a means of communication to share critical information on
the status of water treatment plants.

Our approach suffers from some drawbacks that would
be highlighted here. At first, the validity of the XML docu-
ment stored in the PostgreSQL database cannot be checked
against a schema. This is due to the fact this document is
generated at runtime. In order to query the XML document,
dedicated tools such as XQuery [10] need to be used. How-
ever, PostgreSQL 8.3 only supports XPath 1.0 which itself
a serious limitation. Another problem is to accelerate these
XPath queries in order to reduce the overhead associated
with them as noticed in [22].

Another problem is related to the filter-based pattern that
was used in our application. Although simple to imple-
ment, it presents serious security risks such as a SQL in-
jection. Indeed, a malicious user might be tempted to alter
the WHERE clause of a SQL query to insert the ID of an-
other user. In order to handle this pitfall, the ID of tenant
is never revealed to any user and is always used for internal
purposes.

Finally, the role-based access control used in this imple-
mentation has some issues. Indeed, it is a static model and
short of flexibility. It also lacks support for specifying con-
trol on individual users with some roles and on certain ob-
ject instances. In collaborative environments such as ours,
the role based access control model is not enough to have
role permissions according to objects’ types.
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